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Benefits Gained:

Deploying and configuring various components of the infrastructure to ensure security of the data and
the application infrastructure as a whole.

Implemented overall infrastructure monitoring and alerting with CloudWatch and external monitoring
tools.

Weekly analysis and vulnerability assessment of the overall infrastructure and its various components.
Working with the PCI DSS compliance officer and the development team to help make the application
infrastructure compliant with the PCI DSS security standards.

Setup encrypted AWS Site-2-Site VPN tunnels between the POS system, the Qatar Bank and the
application servers hosted on the AWS Cloud platform to ensure the confidentiality, integrity, availability
and security of the data travelling between these critical components.

Auditing the whole infrastructure on a quarterly basis to maintain compliance.

Setting up a centralized logging solution to securely store logs generated across all the components of
the infrastructure.

Post-deployment 24x7 monitoring and management of the infrastructure by a dedicated team of highly
trained AWS certified professionals.

AWS Services Used:

e Data protection. e EC2.

® |dentity and access management. e S3.

e |Infrastructure protection. e AWS Site-2-Site VPN.
e Threat detection and continuous monitoring. e CloudTrail.

e Compliance and data privacy. e AWSVPC

e Fault-tolerant and performance efficient infrastructure. e Security Groups.

e Security of data in-transit and at rest.

Infrastructure Diagram:

MILQMD_QN

CloudTrail
|

PR o e - & o E
E» ‘l.'q % l' -’ sn. -Site VPN HSM (PROD)

- P W 5 -
— CPESAEE, Grec 083 |y e o2 EFT-DB-WIN EFT-WEB EFT-APP. N
2 B -0 [&]]
e - - ] M3 | 6] &S
. B ol B CE-T- ; o | &N
-- Gl Q 3, - > - Site-2-Site VPN HSM (UAT)

& &3 7 S
A A E0]

Copyrights © 2022 All Rights Reserved by GeeksSolutions. EEE. S(EELIJ(TSIONS

Managed IT Services You Can Trust



